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(54) CIPHERING ASSISTING METHOD, DECODING ASSISTING METHOD AND DEVICE 
USING THEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To inhibit the deterioration 
of cryptographic intensity, due to the position of a block 
such as a first block. 

SOLUTION: This ciphering assisting device is provided 
with an input part 1 for inputting a regular sentence string 
to be ciphered, a division part 2 for dividing the inputted 
regular sentence string into the blocks of prescribed 
length, a rearranging part 3 for rearranging the divided 
blocks, based on information of the password key and an 
output part 4 for outputting the blocks, after 
rearrangement to the ciphering device of a post stage in 
order from the head has been made. When data of the 
secret key is '3, 1, 2...', for example, the first block is 
shifted to the right by three, than the second block is 

shifted to the right by one, and the third block is shifted to the right by two and the order 
blocks is exchanged. 
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CLAIMS 



[Claim(s)] 

[Claim 1] The encryption auxiliary approach characterized by dividing into the block of predetermined 
length the plaintext train which should be enciphered, rearranging a block based on the information on 
the cryptographic key used for encryption, and handing over the block after a sort to encryption down 
stream processing sequentially from a head. 

[Claim 2] The decryption auxiliary approach characterized by rearranging the block which constitutes 
the plaintext train based on the information on the cryptographic key which used for reception and a 
decryption the plaintext train decrypted by decryption down stream processing, and outputting the block 
after a sort sequentially from a head. 

[Claim 3] The encryption auxiliary device carry out having an input means input the plaintext train 
which is equipment which performs auxiliary processing on the occasion of encryption of the plaintext 
using a cryptographic key, and should encipher, a division means divide the inputted plaintext train into 
the block of predetermined length, the sort means that rearrange the divided block based on the 
information on a cryptographic key, and an output means output the block after a sort to the encryption 
processing section sequentially from a head as the description. 

[Claim 4] The decryption auxiliary device characterized by to have the sort means which rearranges 
each block which is equipment which performs auxiliary processing on the occasion of a decryption of 
the cipher using a cryptographic key, and constitutes the plaintext train inputted based on the 
information on a cryptographic key as an input means input the plaintext train decrypted in the 
decryption processing section, and an output means output the block after a sort sequentially from a 
head. 

[Claim 5] Said sort means is an encryption auxiliary device according to claim 3 which seasons the 
information on a cryptographic key with this time amount variable, and rearranges a block, including 
further a time amount variable generation means to generate a time amount variable about predetermined 
criteria timing. 

[Claim 6] Said sort means is a decryption auxiliary device according to claim 4 which seasons the 
information on a cryptographic key with this time amount variable, and rearranges a block, including 
further a time amount variable acquisition means to acquire the time amount variable generated about 
the criteria timing in the case of encryption. 

[Claim 7] Said sort means is an encryption auxiliary device according to claim 3 which seasons the 
information on a cryptographic key with this ID information, and rearranges a block, including further 
an ID input means to input ID information which identifies a user. 

[Claim 8] Said sort means is a decryption auxiliary device according to claim 4 which seasons the 
information on a cryptographic key with this time amount variable, and rearranges a block, including 
further an ID acquisition means to acquire ID information inputted on the occasion of encryption. 
[Claim 9] Said sort means is an encryption auxiliary device according to claim 3 which seasons the 
information on a cryptographic key with this random-number information, and rearranges a block, 
including further a random-number generation means to generate a random number. 
[Claim 10] Said sort means is a decryption auxiliary device according to claim 4 which seasons the 
information on a cryptographic key with this random-number variable, and rearranges a block, including 
further a random-number acquisition means to acquire the random number generated on the occasion of 
encryption. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the approach and equipment which perform auxiliary 

processing on the occasion of encryption and a decryption. 

[0002] 

[Description of the Prior Art] The public key cryptosystem RSA (Rivest-Shamir-Adlemen) which pays 
its attention to the private key cryptosystem DES (Data Encryption Standard) which is a U.S. standard 
code, and factorization in prime numbers as a conventional cipher system is known. In these cipher 
systems, it is characterized by finally enciphering the whole plaintext by enciphering a plaintext with a 
public key or a private key per a break and block to a certain fixed block. Although the code 
reinforcement of these methods, i.e., decode, is carried out and hard is very high, since it processes per 
block, it can become the cause by which a fixed statistical property may be shown for every block, and 
this reduces code reinforcement according to the class of plaintext etc. 

[0003] In order to raise the encryption reinforcement of the block base, a method called cipher block 
chaining is learned. For example, IS08372 has prescribed four kinds of code modes CBC, OFB, and 
CFB, and ECB mode. A code machine is made to recur the information based on [ whenever it enciphers 
one plaintext block ] the result or progress, and the information is made to influence the encryption after 
degree block continuously in these modes (except for ECB). According to these modes, decode becomes 
difficult in order that encryption of a certain block may be dependent on the hysteresis of the past 
encryption processing. 

[0004] As encryption equipment of such the conventional block base, the notional configuration of the 
equipment indicated by drawing 10 at JP,52-1 30505, U is shown. In this drawing, a combination means 
which combines an reversible function and an input data block mathematically to be dependent on the 
data word whose 50 is a former output data block, a supply means by which 51 supplies data word to a 
combination means, and 52 are key control-system code conversion means which encipher based on a 
user's key. 

[0005] If an input data block is inputted with this configuration, the data word 53 which had already 
existed in the key control-system code conversion means 52 then will be outputted to the combination 
means 50 by the supply means 51 . The combination means 50 combines the reversible function decided 
by data word 53, and a new input data block, and the result is passed to the key control-system code 
conversion means 52. The key control-system code conversion means 52 enciphers a data block with the 
application of the function of a key, and outputs this. This output is passed to the supply means 51 as 
new data word 53. 
[0006] 

[Problem(s) to be Solved by the Invention] In cipher block chaining (CBC, OFB, CFB mode, etc.), since 
the complicated encryption function which wove in the past code hysteresis is used, generally decode 
becomes difficult. However, since the block preceded with the block does not exist in case the first block 
of a plaintext is enciphered, the effectiveness by the chain is not acquired. For example, when assuming 
an electronic mail, that beginning of a sentence is a fixed form in many cases, and the plaintext data of a 
basis are easy to be expected about this part. Even if the contents of the electronic mail differ, since it is 
processed with the encryption function same each time, the first block of the key of decode may be 
given to the inside which continues use of the same CBC method. 

[0007] This invention is made in view of such a technical problem, and the purpose is in offering the 
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encryption auxiliary approach and equipment which prevent the fall of the code reinforcement resulting 
from the location of blocks, such as the first block. Another purpose of this invention is to offer the 
decryption auxiliary approach and equipment which can return the cipher enciphered with those 
approaches or equipment to a plaintext. 
[0008] 

[Means for Solving the Problem] The encryption auxiliary approach of this invention divides into the 
block of predetermined length the plaintext train which should be enciphered, rearranges a block based 
on the information on the cryptographic key used for encryption, and hands over the block after a sort to 
encryption down stream processing sequentially from a head. 

[0009] On the other hand, the decryption auxiliary approach of this invention rearranges the block which 
constitutes the plaintext train based on the information on the cryptographic key which used for 
reception and a decryption the plaintext train decrypted from decryption down stream processing, and 
outputs the block after a sort sequentially from a head. 

[0010] On the other hand, the encryption auxiliary device of this invention has an input means to input 
the plaintext train which should be enciphered, a division means to divide the inputted plaintext train 
into the block of predetermined length, the sort means that rearranges the divided block based on the 
information on a cryptographic key, and an output means output the block after a sort to the encryption 
processing section sequentially from a head. 

[001 1] Moreover, the decryption auxiliary devicfe of this invention has the sort means which rearranges 
each block which constitutes the plaintext train inputted as an input means to input the plaintext train 
decrypted in the decryption processing section, based on the information on a cryptographic key, and an 
output means to output the block after a sort sequentially from a head. 

[0012] Including further a time amount variable generation means by which the encryption auxiliary 
device of this invention generates a time amount variable about predetermined criteria timing, said sort 
means seasons the information on a cryptographic key with this time amount variable, and rearranges a 
block. 

[0013] Including further a time amount variable acquisition means to acquire the time amount variable 
with which the decryption auxiliary device of this invention was generated about the criteria timing in 
the case of encryption, said sort means seasons the information on a cryptographic key with this time 
amount variable, and rearranges a block. 

[0014] Including further an ID input means by which the encryption auxiliary device of this invention 
inputs ID information which identifies a user, said sort means seasons the information on a 
cryptographic key with this ID information, and rearranges a block. 

[0015] Including further an ID acquisition means to acquire ID information as which the decryption 
auxiliary device of this invention was inputted on the occasion of encryption, said sort means seasons 
the information on a cryptographic key with this time amount variable, and rearranges a block, 
[0016] Including further a random-number generation means by which the encryption auxiliary device 
of this invention generates a random number, said sort means seasons the information on a cryptographic 
key with this random-number information, and rearranges a block. 

[0017] Including further a random-number acquisition means to acquire the random number with which 
the decryption auxiliary device of this invention was generated on the occasion of encryption, said sort 
means seasons the information on a cryptographic key with this random-number variable, and rearranges 
a block. 
[0018] 

[Embodiment of the Invention] The gestalt of suitable operation of this invention is suitably explained 
with reference to a drawing. 

[0019] The description of the encryption auxiliary device concerning the gestalt 1 of gestalt 1 . 
implementation of operation blocks a plaintext before encryption processing, and is that it rearranges the 
block using private key data. Private key data are a key shared between both by the side of encryption 
and a decryption. 

[0020] Drawing 1 is the block diagram of the encryption auxiliary device 100 of the gestalt 1 of 
operation. As shown in this drawing, this equipment has the input section 1 which inputs the plaintext 
train which should be enciphered, the division section 2 which divides the inputted plaintext train into 
the block of predetermined length, the sort section 3 which rearranges a block based on the information 
on a private key, and the output section 4 which outputs the block after a sort to the encryption 
equipment which is not illustrated sequentially from a head. The sort section 3 contains block shift 
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section 3b which actually replaces the location of each block with shift count generation section 3a 
which generates the shift count of each block further according to the shift count based on a private key. 
For this reason, the private key is inputted into the sort section 3. In addition, the above each part exists 
in the form of a software module, it is the form where each [ these ] module was loaded to memory, and 
this equipment is realized by the personal computer. When it is going to see unjustly the Tampa free- 
lancer's, i.e., an internal algorithm and internal others, information, these modules can be collectively 
stored in the IC card of the known structure where read-out of information is forbidden etc., by structural 
and electric destruction, and can be distributed to a valid user. This distribution approach is below 
applicable to all encryption and decryption auxiliary devices. 

[0021] In the above configuration, the plaintext which is the object of processing first is inputted from 
the input section 1 . This plaintext is divided into the predetermined length in every 64 bits, for example, 
a block, in the division section 2, and is passed to the sort section 3. For example, a private key is 128 
bits, the block count of the inputted plaintext is n, and when it expresses this as M= (MO, Ml, --, Mn-1), 
the following processings are performed in the sort section 3. 

[0022] First, in shift count generation section 3a, it classifies the data of a private key into 8 bits at a 
time, and several [ a total of 1 6 ] S= (SO, S 1 , -, S 1 5) is generated. This is equivalent to the shift count of 
each block, and this S is passed to block shift section 3b. 

[0023] In block shift section 3b, only Sk shifts Mk to right-hand side. Drawin g 2 shows this situation, is 
an easy example here, and is S=(S0 5 SI , — , SI 5) = (3, 1, 2, 0 — ). 

It is carrying out. If it takes notice of coincidence of the suffix of S and M, M0 is first shifted to the right 
only for S0= 3, next, Ml will be shifted to the right only for Sl= 1, and M2 will be shifted to the right 
only for S2= 2. Henceforth, same processing is performed about all Mk(s) and the sort of the block by 
the sort section 3 is completed. Here, finally M- (Ml, M3, M2, M0, M4, -, Mn-1) is obtained. In 
addition, since Sk is 8 bits, the numeric value which Sk expresses often exceeds block count n. if it takes 
into consideration also in that case — the shift count of Mk — a system of residues — having used (Sk 
mod n) — what is necessary is just to calculate since n can exceed 16 on the other hand — Mk (k> 15) — 
the shift count — i= (k mod 16) — it decides based on Si. If the above is formulized, generally the shift 
count of Mk will be Si. mod n, however i~ (k mod 16) 
It can describe. 

[0024] In this way, the rearranged block is sent to the output section 4. The output section 4 is outputted 
to the encryption equipment which does not illustrate each block in order of the block after a sort, and 
encryption is performed there. The above is actuation of the encryption auxiliary device 100. On the 
other hand, drawin g 3 is the block diagram of the decryption auxiliary device 101 concerning the gestalt 
1 of operation. This equipment makes an operation contrary to the encryption auxiliary device 100, and 
is used for the after treatment of a decryption. That is, when it decrypts to usual, even if the cipher 
enciphered using the encryption auxiliary device 100 of drawing 1 seems to have returned to the 
plaintext apparently, the sequence of a block by the sort is not right (such a plaintext is henceforth called 
a "middle plaintext"). The decryption auxiliary device 101 works so that a middle plaintext may be 
returned to the original plaintext. 

[0025] In drawin g 3 , this equipment contains the input section 8 which inputs the middle plaintext 
decrypted with decryption equipment, the sort section 9 which returns the sort by the sort section 3 of 
the above-mentioned encryption auxiliary device 100, and the output section 10 which outputs the block 
after a sort sequentially from a head. The sort section 9 contains shift count generation section 9a and 
block shift section 9b further. The private key is inputted into the sort section 9. Since the middle 
plaintext is divided into the block in the phase of a decryption, this equipment does not have the division 
section. The output destination changes of the output section 10 are equipments of arbitration which 
need the plaintext finally obtained, such as a display. 

[0026] In this configuration, first, a cipher is decoded with the decryption equipment which is not 
illustrated and the middle plaintext obtained as a result is inputted into this equipment from the input 
section 8. This middle plaintext is sent to the sort section 9. Shift count generation section 9a operates 
completely like shift count generation section 3a of the encryption auxiliary device 100, and gives S to 
block shift section 9b. Block shift section 9b operates to two steps. Actuation of the first half is the same 
as block shift section 3b of the encryption auxiliary device 100, and obtains M= (M0, Ml, — , Mn-1) to 
M- (Ml, M3, M2, M0, M4, — , Mn-1) of the beginning like dra_wing_2 . Actuation of the second half 
returns each block to the right location of a basis by collating M' and M. Since the first block of M' is 
Ml in the case of this example, this is moved to the second block location. Since the second block of M' 
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is M3, it moves this to the fourth block location. Hereafter, M is similarly reproduced from M\ 
[0027] This is passed to the output section 10 after the plaintext of a basis is obtained in the sort section 
9. The output section 10 outputs this to the equipment of arbitration which needs this plaintext. 
[0028] As mentioned above, according to the gestalt 1 of operation, the code reinforcement of the first 
block which is the conventional technical problem can be raised. Moreover, in order to use the 
cryptographic key which should naturally exist the sort of a block in the case of encryption and a 
decryption, it is not necessary to prepare a new key, 

[0029] In addition, the encryption auxiliary device of the gestalt 1 of operation does not ask the cipher 
system in encryption equipment. However, when temporarily enciphered by the CBC method, 
usefulness is like the gestalt of this operation to carry out to the front after enciphering a sort. If it carries 
out temporarily after enciphering a sort, since the first block of a basis is enciphered first, there is no 
feedback effect of the CBC method to this block. Even if it performs a sort in the condition, although the 
location changes, about the first block, it cannot add random nature to the contents of encryption. 
Therefore, when especially the first block is a fixed form sentence, code reinforcement increases [ the 
way which performed the sort previously like the gestalt 1 of operation ]. 

[0030] Private key data were used for the sort of a block with the gestalt 1 of gestalt 2. implementation 
of operation. With the gestalt 2 of operation, it uses for a sort combining the time amount variable in 
private key data and an encryption auxiliary device. For this reason, even if it is using the same private 
key, the sort which changed continuously with these time amount variables is realized. 
[0031] Drawin g 4 is the block diagram of the encryption auxiliary device 102 of the gestalt 2 of 
operation. The same sign is given to a configuration equivalent to drawin g 1 in this drawing, and 
explanation is omitted suitably. The description t of drawing 4 is in the point that the time amount 
variable generation section 1 1 which generates a time amount variable about predetermined criteria 
timing, and the Hash Function section 12 which extends or shortens the time amount variable generated 
there to the same number of bits (here, it may be 128 bits) as a private key are added. "Predetermined 
criteria timing" is the specific timing in a series of encryption processings, for example, it is good at the 
moment that a plaintext is inputted into the input section 1 etc. A real time clock, the software timer of 
the time amount variable generation section 1 1 , etc. are good with the configuration of the arbitration 
which can generate time amount or the information about time of day. Here, suppose as an example that 
a time amount variable is 6 figures of h:m:second (time amount, a part, second). The time amount 
variable made into 128 bits in the Hash Function section 12 is given to the sort section 13 with shift 
count generation section 13a and block shift section 13b. What is necessary is just to adopt the known 
function called MD5 as a Hash Function. 

[0032] It explains focusing on a di fference with the gestalt 1 of operation of actuation by the above 
configuration. First, a plaintext is inputted from the input section 1 and divided in the division section 2. 
Two or more blocks as a result of division are inputted into the sort section 13. On the other hand, the 
time amount variable generation section 1 1 is outputted to the Hash Function section 12 by making into 
a time amount variable time-of-day h:m:second of the moment that a plaintext is inputted into the input 
section 1 . The Hash Function section 12 extends the given time amount variable to 128 bits, and passes 
this to the sort section 13 (the time amount variable made into 128 bits is henceforth called an "extended 
time amount variable"). Mathematically, by the rpversible approach, for example, the method of taking 
an exclusive OR, shift count generation section 13a of the sort section 13 compounds a private key and 
an extended time amount variable, and classifies' the 128-bit data after composition into 16 numeric- 
values S= (SO, SI, — , SI 5) like the gestalt 1 of operation. It is the same as that of the gestalt 1 of 
operation after the processing whose block shift section 13b performs the sort of a block hereafter using 
this S. However, with the gestalt 2 of operation, after adding time amount variable h:m:second of a basis 
to the cipher finally created, it shall send to a decryption auxiliary device. 

[0033] On the other hand, drawing 5 shows the configuration of the decryption auxiliary device 103 of 
the gestalt 2 of operation. In this drawing, the difference with drawing 3 is the addition of the time 
amount variable acquisition section 14 which receives the time amount variable sent from the encryption 
auxiliary device 102, and the Hash Function section 15 which generates an extended time amount 
variable from the time amount variable. A Hash Function uses the same thing as the encryption auxiliary 
device 102. 

[0034] In this configuration, the block of a middle plaintext is sent to the sort section 16 like the gestalt 1 
of operation. A time amount variable turns into the completely same extended time amount variable as 
the encryption auxiliary device 102 side by the Hash Function section 15. Shift count generation section 
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16a of the sort section 16 compounds a private key and an extended time amount variable by the same 
approach as the encryption auxiliary device 102 side, and reproduces the numerical train S. The 
procedure of returning the sequence of a block hereafter is the same as that of the gestalt 1 of operation. 
[0035] The above is the configuration and actuation of the gestalt 2 of operation. Since according to the 
gestalt 2 of operation the high hour entry of random nature is considered and the sort of a block is made, 
even if it uses the same cryptographic key, a sort different almost each time is made. Therefore, naturally 
code reinforcement also increases. 

[0036] In addition, the following modifications can be considered about the gestalt 2 of operation. As the 
first modification, the Hash Function section 1 5 is deleted and the time amount variable of 6 figures of a 
basis is only compounded on 6 bits of high orders of a private key. According to this approach, a merit is 
in the point whose configuration decreases. As the second modification, there is a method of sending an 
extended time amount variable to the decryption auxiliary device 103 instead of a time amount variable. 
According to this approach, it is not necessary to prepare the Hash Function section in the decryption 
auxiliary device 103 side. 

[0037] With the gestalt 2 of gestalt 3. implementation of operation, the time amount variable was 
considered to private key data, and the sort of a block was performed. With the gestalt 3 of operation, ID 
which identifies a user instead of a time amount variable is used. 

[0038] Drawin g 6 shows the configuration of the encryption auxiliary device 104 of the gestalt 3 of 
operation. The difference between this drawing and drawing 4 is in the point that ID input section 17 for 
inputting a user's ID information from the exterior instead of the time amount variable generation section 
1 1 is formed. Actuation of the following and Hash Function section 18 and the sort section 19 is 
equivalent to the thing of the gestalt 2 of operation. With the gestalt 3 of operation, to the cipher finally 
created, not a time amount variable but ID information is added, and it sends to a decryption auxiliary 
device. This is a mode general to transmission of a message etc., and after realizing the gestalt 3 of 
operation, it is convenient. 

[0039] On the other hand, drawingJ7 shows the configuration of the decryption auxiliary device 105 of 
the gestalt 3 of operation. The difference between this drawing and drawin g 5 is in the point that ID 
acquisition section 20 for acquiring sent ID information instead of the time amount variable acquisition 
section 14 is formed. Actuation of the Hash Function section 21 and the sort section 22 is equivalent to 
the thing of the gestalt 2 of operation also here. In addition, the modification same also about the gestalt 
3 of operation as the gestalt 2 of operation can be considered. 

[0040] With the gestalt 2 of gestalt 4. implementation of operation, the time amount variable was 
considered to private key data, and the sort of a block was performed. With the gestalt 4 of operation, a 
random number is used instead of a time amount variable. 

[0041] Drawin g 8 shows the configuration of the encryption auxiliary device 106 of the gestalt 4 of 
operation. The difference between this drawing and drawin g 4 is in the point that the random-number 
generation section 23 which generates a random number instead of the time amount variable generation 
section 1 1 is formed. Actuation of the following and Hash Function section 24 and the sort section 25 is 
equivalent to the thing of the gestalt 2 of operation. With the gestalt 4 of operation, the random number 
itself used for the sort of a block is added to the cipher finally created, and it sends to a decryption 
auxiliary device. 

[0042] On the other hand, drawing 9 shows the configuration of the decryption auxiliary device 107 of 

the gestalt 4 of operation. The difference between this drawing and drawing 5 is in the point that the 

random-number acquisition section 26 for acquiring the sent random-number information instead of the 

time amount variable acquisition section 14 is formed. Actuation of the Hash Function section 27 and 

the sort section 28 is equivalent to the thing of the gestalt 2 of operation also here. 

[0043] As mentioned above, according to the gestalt 4 of operation, since the random nature by the 

random number can be added to the information on a cryptographic key, naturally, code reinforcement 

increases. 

[0044] 

[Effect of the Invention] By the encryption auxiliary approach of this invention, since the block of a 
plaintext is rearranged based on the information on the cryptographic key used for encryption, the fall of 
code reinforcement depending on the location of a block is avoidable. 

[0045] Since the block which constitutes the plaintext train from a decryption auxiliary approach of this 
invention based on the information on the cryptographic key used for the decryption is rearranged, in 
case it is encryption, even if there is a sort of a block, a cipher can be correctly returned to the plaintext 
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of a basis. For this reason, the fall of code reinforcement depending on the location of a block is 
avoidable by using together with said encryption auxiliary approach. 

[0046] According to the encryption auxiliary device of this invention which rearranges the block divided 
based on the information on a cryptographic key j the fall of code reinforcement depending on the 
location of a block is avoidable. <>. , 

[0047] According to the decryption auxiliary device of this invention which rearranges each block which 
similarly constitutes the plaintext train inputted based on the information on a cryptographic key, even if 
there is a sort of a block in the case of encryption, a cipher can be correctly returned to the plaintext of a 
basis. For this reason, the fall of code reinforcement depending on the location of a block is avoidable by 
using together with said encryption auxiliary device. 

[0048] According to the encryption auxiliary device which considers a time amount variable and 
rearranges a block, since random nature can be added to a cryptographic key, code reinforcement 
increases. 

[0049] According to the decryption auxiliary device which similarly considers a time amount variable 
and rearranges a block, where the condition that code reinforcement is high is maintained, a cipher can 
be returned to reception and this can be returned to the plaintext of a basis. 

[0050] In order to use ID information considered that a user usually inputs in a certain form according to 
the encryption auxiliary device which considers a user's ID information and rearranges a block, it is 
convenient for implementation. Moreover, naturally code reinforcement also increases by addition of ID 
information. 

[0051] According to the decryption auxiliary device which similarly considers ID information and 
rearranges a block, where the condition that code reinforcement is high is maintained, a cipher can be 
returned to reception and this can be returned to the plaintext of a basis. 

[0052] According to the encryption auxiliary device which considers a random number and rearranges a 
block, since random nature increases, code reinforcement can be raised. 

[0053] According to the decryption auxiliary device which similarly considers a random number and 
rearranges a block, where the condition that code reinforcement is high is maintained, a cipher can be 
returned to reception and this can be returned to the plaintext of a basis. 



[Translation done.] 



http://www4.ipdl.inpit.go.jp/cgi-bin/tran_web_cgi_ejje 5/25/2007 



JP,10-173646,A [DRAWINGS] Page 1 of 5 

V 

* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DRAWINGS 
[Drawing 1] 



,ioo:at»**lWft*f 



1 Art £P 



W 1 



W2 



I 



3b 



[Drawing 2] 

SMSo, Si, Sz, S3, 



• , Sis ) 
- , 0 ) 



= (3, 1,2,0, 
MM Mo, Mi, M2, M3, - - ,Mn-i) 





MO 


Ml 


M2 


Ms 


M* 


Ms 




Mfm| 




1 


































SO- 3 


Mr 


M2 


Ms 


Mo 


M4 


Md 




Mn-i 






1 






.... 


M2 


Ml 


Ms 


Mo 


M* 


M9 




Mrvi 


























* 












S2»2 


Mi 


Ms 


M2 


Mo 


M4 


m 







M'«< Mt ,M3, M2 , Mo, M4 ; 
[Drawin g 3] 



,Mn-i) 



http ://www4 . ipdl . inpi t. go j p/cgi-bin/tran_web_cgi_ej j e 



5/25/2007 



JP,10-173646,A [DRAWINGS] 



Page 2 of 5 



i , 



& ff «P ; 9o 












9b 















-10 



[Drawin gA] 



if A. 

t 



.1 I 



* *l #P 

— r~ 



12 



/\vVj.BII«MfP 



/ 



r f3b 



13 



[Drawin g 5] 



i 



I Aft Jg 



£ 



103 



15 



an V *P /ISO 



UI6 



^16b 



*I0 



http://www4.ipdl.inpit.go.jp/cgi-bin/tran_web_cgi__ejje 



5/25/2007 



JP,10-173646,A [DRAWINGS] 
S + 



Page 3 of 5 



[Drawing 6] 



» _1 & 



I9t> 



,f9 



[Drawin g.!] 



1 X ^ j 



X I05 



3£ g 2?° 



22b 



22 



.10 



[Drawing 8] 



http://www4.ipdl.inpit.gojp/cgi-bin/tran_web_cgi ejje 



5/25/2007 



JP,10-173646,A [DRAWINGS] 



Page 4 of 5 



Art *P 



23 



r 



~1 — r i= = 3 I 



,25b 



24 



>25 



[Drawin g_9] 



8 



A^£P 



26 



^107 



E 



27 



* If 



r 



28o ^ 



r 28b 



'28 



r»0 



[Drawin g 10] 



50 



51 

f 



.52 



,53 



http :// www4 . i pd 1 . i npi t . go . j p/cgi -bi n/tran_web_cgi_ej j e 



5/25/2007 



JP,10-173646,A [DRAWINGS] Page 5 of 5 



[Translation done.] 



http://www4.ipdl.inpit.go.jp/cgi-bin/tran_web_cgi_ejje 5/25/2007 



